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1. Introduction

The purpose of this document is to document the process, settings, and environmental to archive a complete installation of the National Cancer Imaging Archive System (NCIA) for the release identified in the title of the.  
A complete installation involves installing the NCIA System software, MIRC server software, MIRC client Field Center software, and the Common Security Module User Provisioning Tool (CSM UPT) for user authorization. Each of these is explained in this document.
1.1 NCIA BACKGROUND

NCIA is a searchable repository of in vivo cancer images that provides the cancer research community, industry, and academia with access to image archives to be used in the development and validation of analytical software.
Clinical trials submit images to NCIA so that they can be made available to others.  Researchers may then access NCIA to search for and download images.  Images are stored in the Digital Imaging and Communications in Medicine (DICOM) standard.   A DICOM file stores the digital image along with a series of tags that contain metadata about the image such as patient ID, study ID, patient weight, anatomic site, and many more.  

NCIA also allows querying across multiple instances of NCIA using caGRID.

1.2 System TECHNICAL overview

Follow this link for A for a high level technical overview of the NCIA architecture.
1.3 How to use the install guide 
Although every effort was made to simply these instructions as much as possible, we feel that this guide is best suited for an experienced developer/administrator who is familiar with J2EE and open source technologies.

NCIA was developed to be flexible enough to be used on a variety of platforms and to be modified by other developers.  However, NCIA has not been tested with every possible configuration.  See the system requirements in section 2.1 for details on the software that NCIA has been tested with.

1.4 Where to find more information

1.4.1 Web Resources
	Topic
	URL

	NCIA General Information and News
	http://ncia.nci.nih.gov

	NCIA Production Application
	https://imaging.nci.nih.gov

	NCIA Download (including source code)
	http://ncia.nci.nih.gov/ncia/download

	MIRC (Medical Imaging Resource Center)
	http://www.rsna.org/mirc

	Globus Toolkit
	http://globus.org

	caGRID
	https://cabig.nci.nih.gov/workspaces/Architecture/caGrid

	
	


1.4.2 Support

For assistance with NCIA, please contact NCICB Application Support by clicking the following URL link.
http://ncicb.nci.nih.gov/NCICB/support
2. System requirements

2.1 System Requirements - SOFTWARE

This section describes the software that must be installed to use the NCIA software.

	
	

	MYSQL 5.0.27 database 
	NCIA stores image information and other data in a relational database.
	http:/dev.mysql.com/downloads/mysql/5.0.html

	Java 2 Standard Edition 5.0
	NCIA and MIRC both use Java 2 Standard Edition (J2SE) Development Kit 5.0.  
	http://java.sun.com/j2se/1.5.0/download.jsp

	Apache ANT 1.7.0
	The Apache Ant tool version 1.7 is used to build the NCIA software
	http://ant.apache.org/bindownload.cgi

	JBOSS 4.0.5
	
	http://labs.jboss.com/portal/jbossas/download/index.html

	Apache TOMCAT 5.5.17
	The Apache Tomcat 5.5 servlet container is required for MIRC T32.  
	http://tomcat.apache.org/download-55.cgi.  



	MIRC
	Medical Imaging Resource Center (MIRC) is open source software developed by the Radiological Society of North America (RSNA) that allows for submission of DICOM image files and annotation files
	

	CSM/UPT
	
	

	Globus Toolkit 4.0.3
	To run particular NCIA grid components, the installation of the Globus Toolkit may be required.  
	http://gforge.nci.nih.gov/frs/download.php/1334/ws-core-enum-4.0.3.zip


	FTP
	An FTP server must be installed to providefile transfer services for large files.
	http://vsftpd.beasts.org


2.2 SYSTEM REQUIREMENTS – HARDWARE

The hardware required for running NCIA depends on lots of factors, including the number of images planned for the repository and the required performance.  In general, hardware guidelines provided by the application server and database vendors should be followed.

Image files are stored in the file system under the Tomcat installation.  Because image files are very large, a large amount of disk space should be planned to support the desired number of images.  See the following subsections for specific guidance.
2.2.1 Table of Hardware Recommendations
The following table outlines the hardware to deploy an NCIA node supporting 40GB of data with the capacity to comfortably expand at a later date.

	
	Minimal Requirements
	Recommended 
	NCI Hardware Environment 

	O/S
	Windows or Linux
	Redhat Enterprise Linux (RHEL 4)
	Redhat Enterprise Linux (RHEL 4)

	CPU
	Intel 64-bit Core Duo processor or AMD Opteron
	Intel 64-bit Dual and Quad-Core Xeon processors OR AMD Opteron processors
	Intel 64-Bit Dual Core 3.6GHz Xeon processors

	HD Capacity
	160GB SATA HD
	300GB SATA HD
	2x80 SCSI HD’s with additional 12TB from storage service

	RAM
	3GB
	4GB
	4GB

	Recommended System
	Typical Workstation from major hardware vendor
	Entry-Level 1U rack-mountable server for  existing data center environment
	rack-mountable server for data center environment

	Example Hardware System
	Dell Precision 390
	Dell PowerEdge 1950,

HP/Compaq ProLiant
	IBM HS20 Bladeservers


2.2.2 Importance of CPU Performance
The NCIA dynamic image zipping process is very CPU intensive. The act of zipping even a single image set causes the server to jump to 100% CPU utilization until the zipping process is completed.  This happens despite the fast Dual Core 3.6 GHz Xeon Processors.  A slower processor should not be an issue for the standard NCIA navigation, searching, and viewing.  However, the zipping process could have an effect on the end user’s experience – perhaps giving a false perception of application ‘slowness’ if the processor speed is less than optimal.
2.2.3 Database size and file system capacity

Both the database size and file system capacity depend on the amount of DICOM imagery intended to be imported into the new NCIA system.  The hard drive size guidelines in the table above serve as rough boundaries only.
2.2.4 NCIA Application Server and MIRC Server Connectivity

It is a mandatory requirement that both the Application server (JBoss) and the MIRC Server have connectivity with the Database and the supporting image File system.  Should there be firewalls in place between the Application server or the MIRC server, it is important to note that measures should be taken to ensure both the connectivity to the Database and File system.

3. NCIA Installation

3.1 Building and Deploying the NCIA Application
The NCIA installation process is now fully automated.
Note:  This auto deployment process will install all components including MIRC with the exception of the Cedara, and CSM UPT systems.

3.2 Assumptions
	1
	Cedara image visualization or markup persistence functionality will not be implemented.

	2
	No Apache web server front end will be used.  The JBoss server will be used to directly respond to Internet traffic.

	3
	The Database server will not be accessible by Internet traffic.  


3.3 Installation Prerequisites

	#
	Before installing the NCIA system you have to first install the followings

	1
	Install JDK 1.5.0_10

For Windows…

 https://gforge.nci.nih.gov/svnroot/commonlibrary/trunk/techstack-2007/windows/jdk-1_5_0_10-windows-i586-p.exe
For Linux…

 https://gforge.nci.nih.gov/svnroot/commonlibrary/trunk/techstack-2007/linux/jdk-1_5_0_10-linux-i586.bin

	2
	Install Ant 1.7.0

https://gforge.nci.nih.gov/svnroot/commonlibrary/trunk/techstack-2007/os-indepenent/apache-ant-1.7.0-bin.zip


	3
	Install MySQL 5.0.27

To download and install MySQL, follow the steps outlined on the MySQL website.  A MySQL 5.0.27 server must be installed and running in order for the installation to work successfully.

You should consult the following three links to successfully set up secure and well-performing MySQL servers, in preparation for installing NCIA software.
· MySQL Security Guide- http://dev.mysql.com/doc/refman/5.0/en/security-guidelines.html
· Performance –

· General performance tuning – http://dev.mysql.com/books/hpmysqlexcerpts/ch06.html 

· InnoDB engine performance tuning – http://dev.mysql.com/doc/refman/5.0/en/innodb-tuning.html 
There are a few things to note while installing MySQL:

· Record the MySQL root password chosen during the MySQL installation process, as you will use this as your database.system.user later in the NCIA installation process.

· Note the MySQL port chosen during the MySQL installation process, as you will use this as your database.port later in the installation process.
· If you are installing MySQL on a Linux/Unix box the following property needs to be added to the  .conf file created during the MySQL 5.0.27 installation. (This is required only for Linux/Unix installations):    
lower_case_table_names=1 



	4
	Install Globus Toolkit
First, download the Globus distribution from:

http://gforge.nci.nih.gov/frs/download.php/1334/ws-core-enum-4.0.3.zip
Second, unzip the distribution to a local directory such as c:/dev.
Finally, set the environment variable GLOBUS_LOCATION to c:/dev/ws-core-4.0.3.


	
	


3.4 Download NCIA Application Software

	Steps
	Actions
	Comments

	1
	Download NCIA_distribution_4.0.zip file

http://ncia.nci.nih.gov/ncia/download 
	The installation file is over 400 MB.  Make note of download location.


3.5 Extract NCIA Application into Installation folder

	Steps
	Action
	Comments

	1
	Navigate to the folder where the zip file is located. Unzip and extract NCIA_distribution_4.0.zip file into an application build folder (Installation_directory).
	Use WinZip or similar utility to unzip the files to a unique location. 


3.6  Modify the install properties file
In the root directory of the extracted distribution is a file named install.properties.  This file contains properties that will govern how the application is installed and configured.  All the properties that have the value: REPLACE_THIS_VALUE must be set with a sensible value for the given setup.  A description of the important properties follows.
3.6.1 Basic Settings
	Steps
	Action
	Examples

	1
	application.base.path = c:/application_directory 

This is the location to which you are installing NCIA


	Windows: c:/apps/ncia

Linux: /apps/nciaNote: The <application_base_path> must be different from the <installation_directory>

	3.6.2 Database Settings

	1
	database.type = mysql
	=mysql

Release 4.0 was tested with MySQL only. Any other database must be manually configured.  

	2
	database.system.user=user

This value should correspond to a mysql username that has full system privileges
	=root

	3
	database.system.password= password

Choose a password for username identified in database.system.user.
	=mysqlpw

	4
	database.server = domain_name

This value must correspond to the domain name of machine that hosts the mysql server. (Get server name and port from the database administrator.
	=localhost 

	5
	database.port=3306

This value must correspond to the port for the database.server.  3306 is the default, but check with the database administrator to be certain
	=3306

	6
	database.name=name

Choose a name for the NCIA MySQL database.  It must be different than the UPT database name
	=nciadb

	7
	database.user= user

Choose a username to access database.name. The name is any valid username but different from the database.system.user
	=nciadbuser

This user is created by the scrip and do not have to previously exist.

	8
	database.password=password

Choose a password to access database.name for username identified in database.user . It must be different than the database.system.password
	=mysql

	3.6.3 NCIA Application Properties

	1
	gov.nih.nci.ncia.imaging.server.url=

URL for image server location
	http://localhost:45210
Note:  the application name “ncia” should not be included in the value (http://jboss.server.hostname:jboss.server.portnumber)

	2
	gov.nih.nci.ncia.quarantine.directory=

Directory where quarantined images are stored
	data/ncia_data/webapps/NCICBIMAGE/trial/quarantine

	4
	gov.nih.nci.ncia.image.path.pattern=

Pattern of the image file path (MIRC storage service name/documents)
	=NCICBIMAGE/documents/

	5
	gov.nih.nci.ncia.zip.location=

Location to place zipped files that the ftp server can access
	=/data/ncia_data/ncia_ftp

	6
	gov.nih.nci.ncia.ftp.location=

Location to place zipped files that the ftp server can access
	=/data/ncia_data/ncia_ftp

	7
	gov.nih.nci.ncia.grid.local.node.name=

Required identification of the local instance of NCIA
	=NCI-1

	8
	gov.nih.nci.ncia.ui.uid.display.length=

Determines the max character length of data representation in the UI layer
	=100

	9
	gov.nih.nci.ncia.ftp.url=

FTP server URL used for informing users about where to download the larger size files
	=localhost

	10
	gov.nih.nci.ncia.jboss.mq.url=
	=localhost:45200
Note:  the value has to be “localhost:jndi port number) the port number has to be the same as the jboss.server.jndi.port(in the property file) 

	11
	gov.nih.nci.ncia.installationSite=
Indicate the name of the installation site
	other

	12
	gov.nih.nci.ncia.admin.email=
The administration email address that will be responsible to set up users.
	admin@company.com

	3.6.4 Mail Settings

	1
	mail.smtp.server=

Location of mail server to send emails for application to forward emails to users, notify users of the location of the download files.


	=mailfwd.nih.gov

	3.6.5 Grid Service and MIRC Settings
1
tomcat.ncia-core-grid.hostname =

This is the hostname of the machine where the distribution is being installed.

localhost

2
tomcat.mirc.hostname=
This is the hostname of the machine where the distribution is being installed.

localhost

3
tomcat.mirc.web.user=

This is the username for the MIRC administration user
admin
4

tomcat.mirc.web.pass=
This is the username for the MIRC administration user password
admin




	3.7  Environment variables
3.7.1 For Windows

	
	Windows
	The JAVA_HOME, ANT_HOME and PATH environment variables are set in the Systems Properties

	1
	In Windows, select Control Panel, then select the Systems application.  Select the Advanced tab.  OR


	Right Click on MyComputer on your desktop, select properties, and then select the Advanced tab.

	2
	On the Advanced tab, click the Environment Variables button; 
	

	3
	To add a new system variable for Java home, click New
	In the Variable Name text box, enter JAVA_HOME
In the Variable value text box, enter the location of your Java installation

	4
	To add a new system variable for ANT home, click New
	In the Variable Name text box, enter ANT_HOME
In the Variable value text box, enter the location of your ANT installation

	4
	Select the PATH system environment variable, and select the Edit button.  This opens the Edit System Variable dialog box
	In the Variable value text box, prepend <%JAVA_HOME%\bin;%ANT_HOME%\bin;>

Click Ok


3.7.2 For Linux
	1
	Linux
	The JAVA_HOME, ANT_HOME and PATH environment variables are set in /etc/profile.  You may need to create the variables, or modify them if they already exist.

	2
	As the root user, enter the following in the /etc/profile.
	Export JAVA_HOME=<installation_directory>/jdk1.5.0_10

	3
	
	Export ANT_HOME=<installation_directory>/apache-ant-1.7.0

	4
	
	Export PATH=$JAVA_HOME/bin:$ANT_HOME/BIN:PATH


3.8 Build and Deploy
	1
	Using the command prompt navigate to the <installation_directory>/ncia directory and enter ant.
	This initiates the installation process.  The anticipated duration is 1-15 minutes depending on your system’s resources

	2
	The installer will create an NCIA database on your MySQL server, start and configure a JBoss server and start up a grid service for the NCIA application.
	You shouldn’t need to modify the other default values.  However, although unique ports have been chosen to reduce the risk of other applications using the same value the install.properties file should be checked for assurance.


4. MIRC Installation

The MIRC installation process is now fully automated.  Please make sure you have set the MIRC related properties correctly in install.properties.  To access MIRC after installation, type the following URL in your browser:  http://hostname:portnumber/mirc/query
5. MIRC Field Center Software installation

MIRC Field Center is used to submit files from a field center (hospital, university, research center, etc) to the MIRC server.

Instructions for installing MIRC Field Center are contained in a separate document.  After building MIRC, the Field Center install file is located in the target/ncia-mirc directory.

After installing MIRC Field Center, be sure to properly configure anonymization to ensure that no private health information is submitted to the server.

Note that by default, images are set to a QA status of “Not Yet Reviewed.”  To make images available for searching, use the QA Tool feature to change the QA status to “Visible”.

6. User Provisioning Tool installation

The NCIA makes use of the Common Security Module User Provisioning Tool (CSM UPT) for user authorization.   The CSM UPT application installation kit can be downloaded from https://gforge.nci.nih.gov/frs/download.php/3488/upt_distribution_3_2_0_lsd_r1_0_0_ga.zip.  The installation guide for UPT is also included in the zip file.   Please note:  the UPT database name should be different from the one for NCIA.

7. VERIFICATION

7.1 MIRC

MIRC can be tested by attempting to submit images to the NCIA MIRC using Field Center.   The submission was successful if:

· Image is stored in the file system

· Data about the image is stored in the database

· DICOM header data was anonymized properly.

MIRC has an administration page that can be used to verify that services are running and to view logs.  See the MIRC web site for more information.
7.2 NCIA

To verify that NCIA is working correctly, test the following once images have been submitted and made visible:

· Log in as default user nciadevtest/changeme
· Perform a search

· Add data to the data basket 

· Download the data from the data basket (be sure to test data basket sizes both less than and greater than the FTP threshold)

8. LICENSE

8.1 NCIA Software License

Copyright 2001-2008 Science Applications International Corporation ("SAIC"). The software subject to this notice and license includes both human readable source code form and machine readable, binary, object code form ("National Cancer Imaging Archive (NCIA) web application"). The NCIA Software was developed in conjunction with the National Cancer Institute ("NCI") by NCI employees and employees of SAIC. To the extent government employees are authors, any rights in such works shall be subject to Title 17 of the United States Code, section 105. 

This NCIA Software License (the "License") is between NCI and You. "You (or "Your") shall mean a person or an entity, and all other entities that control, are controlled by, or are under common control with the entity. "Control" for purposes of this definition means (i) the direct or indirect power to cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity. 

This License is granted provided that You agree to the conditions described below. NCI grants You a non-exclusive, worldwide, perpetual, fully-paid-up, no-charge, irrevocable, transferable and royalty-free right and license in its rights in the NCIA Software to (i) use, install, access, operate, execute, copy, modify, translate, market, publicly display, publicly perform, and prepare derivative works of the NCIA Software; (ii) distribute and have distributed to and by third parties the NCIA Software and any modifications and derivative works thereof; and (iii) sublicense the foregoing rights set out in (i) and (ii) to third parties, including the right to license such rights to further third parties. For sake of clarity, and not by way of limitation, NCI shall have no right of accounting or right of payment from You or Your sublicensees for the rights granted under this License. This License is granted at no charge to You. 

1. Your redistributions of the source code for the Software must retain the above copyright notice, this list of conditions and the disclaimer and limitation of liability of Article 6, below. Your redistributions in object code form must reproduce the above copyright notice, this list of conditions and the disclaimer of Article 6 in the documentation and/or other materials provided with the distribution, if any. 

2. Your end-user documentation included with the redistribution, if any, must include the following acknowledgment: "This product includes software developed by SAIC and the National Cancer Institute." If You do not include such end-user documentation, You shall include this acknowledgment in the Software itself, wherever such third-party acknowledgments normally appear.

3. You may not use the names "The National Cancer Institute", "NCI" "Science Applications International Corporation" and "SAIC" to endorse or promote products derived from this Software. This License does not authorize You to use any trademarks, service marks, trade names, logos or product names of either NCI or SAIC, except as required to comply with the terms of this License. 

4. For sake of clarity, and not by way of limitation, You may incorporate this Software into Your proprietary programs and into any third party proprietary programs. However, if You incorporate the Software into third party proprietary programs, You agree that You are solely responsible for obtaining any permission from such third parties required to incorporate the Software into such third party proprietary programs and for informing Your sublicensees, including without limitation Your end-users, of their obligation to secure any required permissions from such third parties before incorporating the Software into such third party proprietary software programs. In the event that You fail to obtain such permissions, You agree to indemnify NCI for any claims against NCI by such third parties, except to the extent prohibited by law, resulting from Your failure to obtain such permissions. 

5. For sake of clarity, and not by way of limitation, You may add Your own copyright statement to Your modifications and to the derivative works, and You may provide additional or different license terms and conditions in Your sublicenses of modifications of the Software, or any derivative works of the Software as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions stated in this License.

6. THIS SOFTWARE IS PROVIDED "AS IS," AND ANY EXPRESSED OR IMPLIED WARRANTIES, (INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT AND FITNESS FOR A PARTICULAR PURPOSE) ARE DISCLAIMED. IN NO EVENT SHALL THE NATIONAL CANCER INSTITUTE, SAIC, OR THEIR AFFILIATES BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

8.2 MIRC and MIRC Field Center Licenses

MIRC software is governed by the RSNA Public License: http://mirc.rsna.org/rsnapubliclicense.






































































































































































































































































